Trusted Audit

Trust in Process
through




Szrek2Solutions, LLC

* International supplier of secure system solutions
« Offers products and services to lottery industry
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Auditable RNG

Szrek2Solutions invented RNG method for
Generation of Unpredictable Auditable Random Numbers
Allows to verify if random numbers are correct —can be sure
Obtained US, UK patent; Canadian, other pending

RNG has been certified by several independent labs
Trusted Family of product based on the method

Trusted Draw secure digital draw system




Trust in Process through Trust in Data

 Trustin a bank
— security procedures plus
— we need means to verify contents of accounts in the bank,
— view and confirm data

« Traditionally in gaming
— security procedures but
— no proof through data

« Paradigm change
— security procedures lus




Power of Trusted Audit

Tamper Evident Data

— allows detection of data manipulation
Digital Signature

— certification of data content
Time-Stamping

— certification of time of digital signature
Trusted Data




Critical Data

* Bets

— Tickets & Transaction Receipts

— Transactions in the System
 Draws

— Winning Numbers, Draw Time, Draw Hardware
* |nstant Play




Traditional Security

* Bets

— Tickets — Paper Security, Printer Security

— Transactions — Secure Storage, local or remote
 Draw

— physical protection, access protection, certification,
software checksums, monitoring

* |nstant Play




Trusted Security

Critical Data => Trusted Data

Bets

— Transactions in the
System

Draws

— Winning Numbers,

— Draw Time,

— Draw Hardware,

— Game Matrix

Trusted Transactions

— time stamped -> tamper
evident

Trusted Draw

— time stamp used as RNG
seed -> tamper evident
winning numbers, draw
time and draw hardware




Trusted Data

Tru Sted Data TRUSTED DATA PRODUCTS

 Trusted Transactions TRUSTED TRANSACTIONS
— time stamped -> tamper

. TIME _— TAMPER EVIDENT
! TRANSACTIONS
evident [ mns.acnonst ) STAMD

e Trusted Draw
— time stamp used as RNG

. TRUSTED DRAW
seed -> tamper evident
winning numbers, draw TIME i | TAMPER EVIDENT
STAMP DRAWING

TRUSTED PLAY

RNG
TIME STAMT . | TAMPER EVIDENT

STAMP PLAY PLAYS




Trusted Data => Trusted Audit

Trusted Data products provide tamper
evident Trusted Data to Trusted Audit
for verification




Trusted Audit

Trusted Data verified: =

* Transactions

TRUSTED AUDIT
— proof of transaction integrity
 Draws
— proof of draw outcomes, draw time, |awmaonr] . reawsacrions
generation hardware, game matrix WINNER SELECTION

* Instant Play
— proof of play outcomes
— comparison of trusted data against

COMPARISON OF WINNING
RESULTS

TAMPER EVIDENT
DRAW | VERIFICATION OF DRAWS

TAMPER EVIDENT PRIZE & PLAYER

PLAYS

» VERIFICATION OF PLAYS

VERIFICATION




Trusted Data & Audit

DATA FROM
GAME SERVER

TRUSTED DATA PRODUCTS TRUSTED AUDIT
TRUSTED TRANSACTIONS
pre— VERIFICATION OF
TAMPER EVIDENT
TIME —>| TRANSACTIONS > TRANSACTIONS
TRANSACTIONS STAMP
WINNER SELECTION
AND F
COMPARISON OF WINNING
TRUSTED DRAW RESINLTS
TAMPER EVIDENT y
[ S-.II-.I:I; P DR:NWCI;NG DRAW ”| VERIFICATION OF DRAWS

TRUSTED PLAY

VERIFICATION OF PLAYS
STAMP PLAYS

RNG PRIZE & PLAYER
TIME BSTANT | TAMPER EVIDENT
PLAY VERIFICATION




Implementation Examples

* Trusted Play & Trusted Audit
— Instant Games at Danske Spil (Denmark)
— Lottomatica (ltaly)
« Trusted Transactions, Trusted Draw & Trusted Audit
— eBingo at Danske Spil
— Lotto in Chariot Plc (UK), Comset (Pakistan)




Szrek2Solutions

60 Spencer Avenue

East Greenwich, Rl 02818
Tel. 401 398- 0395
E-mail: irena@szrek.com
Web: www.szrek.com




