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Security: off existing computerized drawine machines IS not
satisfactory for teday s 'conmnected” & compuUter SavAAWOord

Security Ifreats

¢ Insider attacks account fior 80%: off fraud
¢ Physicall security: isi not sufficient
¢ Many methods to circumvent it:
o Jime related: attacks
Clock: corruption
Earlier drawing
o Drawn numbers: bias
o Masguerading:
ignoring the results
exchange of the program
exchange of the hardware
connection hijacking
man-in-the-middle
o Fishing and replay attacks

Current electronic drawing machines do not offer audit of
draw numbers, draw time and generation process
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rUstedr DrawisSecterSoittion

Innoevative Secure Electronic Drawineg Systemmwitn
State-of-the-art Bubble©) Graphics

¢ Randemi and fair draw: results fiorany,

game off chance: lotto, keno, NUMBELS) e ———— b - é"h
bingo, multi-matrix, cards, dice; ... | | = | _"®
¢ lamper proof security and protection | 'l SPYRUS

against skilled insider attacks'— detection: || K4 . P . .ccon
off any: attack b i
+ Unpredictable Auditable Random: Numbers
atentJ)ending method proves integrity:
of the drawing system:

o Draw Audit - draw numbers, time, pProcess L |||||\|@@M@Wﬂ@ﬂﬂﬂ@wﬂ\\II\

o Tamper evident cryptographic hardware,
digital signatures and time stamping

o No secret data or algorithm

o Only standard and proven cryptographic
methods

No other product offers draw security that is nearly as strong
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Security

Competitive pricing, dependent on

configuration

Low cost of ownership for secure drawing and audit system
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