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About UsAbout Us

60 Spencer Ave, East Greenwich60 Spencer Ave, East Greenwich
RI 02818 / tel. 401RI 02818 / tel. 401--398398--03950395
website: website: www.szrek.comwww.szrek.com
ee--mail: mail: info@szrek.cominfo@szrek.com

SzrekSzrek22Solutions LLC started in 2003Solutions LLC started in 2003

International gaming product and service  International gaming product and service  
•• Secure software systems solutionsSecure software systems solutions
•• Data security & system integrity Data security & system integrity 
•• Product development and consultingProduct development and consulting

SzrekSzrek22Solutions AccomplishmentsSolutions Accomplishments
•• Invented RUN+A Invented RUN+A -- patent pending patent pending 

‘Random Unpredictable Numbers ‘Random Unpredictable Numbers 
w/Audit’w/Audit’

•• Introduced Trusted Draw™ Introduced Trusted Draw™ 
at NASPL 2003at NASPL 2003

•• Designed Trusted Play™ Designed Trusted Play™ 
•• Entered into partnership w/America Entered into partnership w/America 

Unwired to provide Trusted Play for Unwired to provide Trusted Play for 
mobile gamingmobile gaming

Lead technology expertise for innovative and secure lottery soluLead technology expertise for innovative and secure lottery solutionstions

http://www.szrek.com/
http://www.szrek.com/
mailto:info@szrek.com
mailto:info@szrek.com
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Transparency Transparency of of Instant Win Games and Instant Win Games and 
DrawingDrawing

Public expects fair games and Public expects fair games and 
winningswinnings
Lottery sells integrity Lottery sells integrity -- needs needs 
best practicesbest practices
Current solutions Current solutions 
•• rely on preventive measuresrely on preventive measures
•• can be circumvented by skilled can be circumvented by skilled 

insiders or dishonest personnelinsiders or dishonest personnel
•• no audit of outcomes of instant no audit of outcomes of instant 

win games or draw numberswin games or draw numbers
Audit is a common practice to Audit is a common practice to 
detect fraud, detect fraud, not usednot used in instant in instant 
win games and drawing win games and drawing 

Current electronic drawing machines andCurrent electronic drawing machines and instant win instant win 
games do not allow detection of fraud after the factgames do not allow detection of fraud after the fact
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RUN+A RUN+A -- New Solution with AuditNew Solution with Audit
Trusted Draw Trusted Draw –– electronic drawing machine electronic drawing machine 
with audit capabilitywith audit capability
Trusted Play Trusted Play -- instant win games with audit instant win games with audit 
capabilitycapability
Audit proves that there was no fraud in Audit proves that there was no fraud in 
generation of winning numbers or play generation of winning numbers or play 
outcomeoutcome
RUN+A method to generate & audit random RUN+A method to generate & audit random 
events events -- ‘Random Unpredictable Numbers ‘Random Unpredictable Numbers 
w/Audit’ w/Audit’ 
Proves integrity of the draw and bet Proves integrity of the draw and bet 
generation:generation:

•• Audit Audit –– draw/game outcomes, draw time, process draw/game outcomes, draw time, process 
•• Tamper evident cryptographic hardware,  digital Tamper evident cryptographic hardware,  digital 

signatures and time stampingsignatures and time stamping
•• No secret data or algorithm No secret data or algorithm 
•• Only standard and proven cryptographic methods Only standard and proven cryptographic methods 

Szrek2Solutions developed technology detecting fraud in Szrek2Solutions developed technology detecting fraud in 
winning numbers and play outcomes generationwinning numbers and play outcomes generation
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Trusted Draw™Trusted Draw™
Innovative Secure Electronic Drawing SystemInnovative Secure Electronic Drawing System

Random and fair draw Random and fair draw 
results for games of results for games of 
chance: lotto, keno, chance: lotto, keno, 
numbers, bingo, multinumbers, bingo, multi--
matrix, cards, dice, …matrix, cards, dice, …
Tamper evident security Tamper evident security 
and protection against and protection against 
skilled insider attacks skilled insider attacks ––
detection of any attackdetection of any attack
RUN+ARUN+A ‘Random ‘Random 
Unpredictable Numbers Unpredictable Numbers 
w/Audit’ proves integrity of w/Audit’ proves integrity of 
the drawingthe drawing

Unique product offering audit of draw resultsUnique product offering audit of draw results
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TD Product OfferingTD Product Offering
Complete System Implementation, Delivery, SupportComplete System Implementation, Delivery, Support

Stand alone or connected to Stand alone or connected to 
lottery systemlottery system
Multiple games supported by Multiple games supported by 
single Trusted Drawsingle Trusted Draw
Many games available in the Many games available in the 
game librarygame library
Verification system Verification system –– audit and audit and 
statistical analysisstatistical analysis
Cryptographic hardware w/lottery Cryptographic hardware w/lottery 
securitysecurity
Customized animation (TV, Web) Customized animation (TV, Web) 
with sound effects and with sound effects and 
promotional spacepromotional space

Low cost of ownership for secure drawing and audit systemLow cost of ownership for secure drawing and audit system



© Szrek2Solutions© Szrek2SolutionsConfidential and ProprietaryConfidential and ProprietaryJune 29, 2004June 29, 2004

Trusted Play™Trusted Play™

Random and fair game results generation for games of chance Random and fair game results generation for games of chance 
(Class II & Class III) (Class II & Class III) 

Tamper evident security and protection against skilled insider Tamper evident security and protection against skilled insider 
attacks attacks –– detection of any attackdetection of any attack

RUNRUN--A  proves integrity A  proves integrity 
of instant win gamesof instant win games

Game outcomes audit Game outcomes audit 
detects insider frauddetects insider fraud

Secure Electronic Betting for Instant Win GamesSecure Electronic Betting for Instant Win Games

Proof of game integrity by audit of play dataProof of game integrity by audit of play data
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Security ThreatsSecurity Threats
Security of current computerized draw and bet generation Security of current computerized draw and bet generation 
is not satisfactoryis not satisfactory

Insider attacks account for 80% of fraudInsider attacks account for 80% of fraud
Physical security is not sufficientPhysical security is not sufficient
Many methods to circumventMany methods to circumvent
•• Time related attacksTime related attacks

Clock corruptionClock corruption
Earlier drawingEarlier drawing

•• Random numbers bias Random numbers bias 
•• Masquerading: Masquerading: 

ignoring the resultsignoring the results
exchange of the program exchange of the program 
exchange of the hardwareexchange of the hardware
connection hijacking connection hijacking 
manman--inin--thethe--middlemiddle

•• FishingFishing and replay attacksand replay attacks

Current electronic drawing and betting do not offer audit of resCurrent electronic drawing and betting do not offer audit of resultsults
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