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pest practices

Current solutions .
s rely onl preventive measuies o
s Can be circumyvent ed DY/ SKilled “.
INSIJErS or diSnonest persennel . ..“ “
» N0 audit of outcomes of In S'Em‘t
Wini games or draw: RUMDENS o R RS
Audit Is a common practice to
detect firaud, not used In instant

ald
Win games and drawing

L

F‘urrm t electronic drawing machines and instant win
games do not allow detection of fraud after the fact
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Iirusted! Draw! — electronic drawing meachine
with audit capability,

Tirusted Play: - instant winrgames with atcit
capapility.

Audit proves that there wWas no firaudiin
generation off Winning AUMBErS or play.
outcome

RUN+A method to generate & audit random TN K
events - "Randomi Unpredictable Numbers PRIV ACYEC
w/Audit”

Proves integrity. ofi the draw’ and bet

generation:

o Audit — draw/game outcomes, draw time, ProCess

o Tamper evident cryptographic hardware, digital
signatures and time stamping

o No secret data or algorithm
o Only standard and proven cryptographic metheds
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Szrek2Solutions developed technology detecting fraud in
winning nhumbers and play outcomes generation
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[nneVvative Securer Electronic DraWinarSySstem
Random and liaii=adiaw.

results for games of

Chance: Iotto, KeENo,

numbers, bingo, multi-
matrix, cards, r]JCd,

Tamper evident security.
and protection against

3}/JIJecJ Insider attacks —

R U]\J +A 'Random DRAW 1049 November 30, 2003 18:28:00
Ur r)rstJcc, JJ@ NUMBErs

W/AUdIT" proves Integrity of 0099@@

the drawing

Unique product offering audit of draw resuits
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D RProduct Onenng

Complete System| Implementation, DeliVery, SUpPOrt

Stand alone or connected to

lottery system KENO

Multiple, games supported by eronw . 9 9SS WP S P o

single Tirtsted Draw 0:30 ; e - . :: ® o

Many games availaple in the T EEE R I L K

game library SRR oD o,
\/erification system — audit and TR L] R BN -+ sorit
statisticall analysis L *99es-9--°"
geré/up’ﬁ?cgraphlc hardware w/lottery: | 12113 114116119123 24125 | 28
Customized animation (T, Web) 7143 (4414750 (53 | 54|57 | 62|74

with sound effects and
promotional space

Low cost of ownership for secure drawing and audit system
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Iitsted Blay™

Secure Electronic Bettingrfier instant\WinNGamES

¢ Random and fair game results generation o GameEs Off Cance
(Class [T & Class IiT)

¢ lamper evident security and protection against skilled insider
attacks — detection off any: attack

Lottery
Terminals

o RUN-A proves integrity Kiasisi
of instant wini games oA -
Betting k

* G aime OF tCO ESat d It . TCPIIP, Gljns.llmﬁmll |
detects insider fraud \ Mobile, Internet

Gaming System

Mobile Ser;flce-
Provider

Proof of game integrity by audit of play data
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SecUrtyIreats

Security, off current computerized draw: and et generation
IS not satisfiactory.

¢ Insider attacks account fior 80%: off fraud
¢ Physicall security: isi not sufficient
¢ Many methods to circumvent
o Jime related: attacks
Clock: corruption
Earlier drawing
o Random numbers bias
o Masguerading:
ignoring the results
exchange of the program
exchange of the hardware
connection hijacking
man-in-the-middle
o Fishing and replay attacks

Current electronic drawing and betting do not offer audit of results
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